Monitoring system of the

and Tier-2




|ngjsy;stem: conceptual phases

@ismdy analysis of existing systems

dDefinition of primary criteria for the monitorin

QModel building of the monitoring system

Cﬁmplementation of a monitoring system obeyin

CiUse of the monitoring system
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ol and momtoﬁ'ffg facilities

e Control, computing
and disk servers:
ssh, ipmi

e Tape library:

http, snmp General view
e Cooling system: .0f the complex
http, snmp : pl i _

e Uninterruptable \ The cooling

power supply: & L system
http, snmp -
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Tler > hardware

General vi ew '
e Control, computing and disk servers: of the Tier-2 complex.
ssh, ipmi o |
e Uninterruptable power sypply:
http, snmp

e Cooling system:
http, snmp

o ST — —

e

The eontrol; computmg
and d~|sk servers
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- The __ oi_jitring system: Suitability

% Tier-2 and Tier-1 hardware has similar
control and tracking facilities

** Problems needing solution:
 Implementing a united tracking system

 Implementing a united storage system of
nardware data sensors

 Implementing a prompt response to
nardware failure
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ohit__ rin ystem: Selection Criteria

4

L)

» Versatility

)

4

L)

)

» Organize encompass and comfortable interface

* The chart system and history storage
« The notification system
* The data visualization system

4

L)

» Inclusion in the monitoring system of the new hardware
« Home-made plugins for gathering sensor data

4

L)

» Authentication system
« Kerberos support

)

L)

» Module structure
 Addon instalations

)
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Ot é__’xiting monitoring systems

Expandable Kerberos  Modularity Versatility

Nagios Yes

: Cluster monitoring
Ganglia Yes No No system

Zabbix Yes Yes No Yes

Icinga Yes Yes Yes Yes

Icinga2 Yes Yes Yes Yes
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Nagios 3.5
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ﬁH-i"p?ocessing data-algorithm

*» Informational display

show . —
Data visualization

«» State table

show _
WEB interface

** Processing sensor-

collected data Gathering data plugins

«» Hardware

Sensor-collected data
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onit rih_'g ystem: Principle of work

Visualization

E\:\q\'\\\.

\
Data storage

[ Notification ]
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I
Level 3 Visualisation and datajss

Conventio
- developec

- tuned
- upheld

Level 2 Software and data pra

Naotification system

Status

witch-tier-1)

-switch-tier-2)

lit-cther-servers (li--other-servers)

lit-tier-1- em (lit-tier- 1-batch tem)

lit-tier-1- puting-zervers (lit-tier- l-computing-servers)

lit-tier- 1-raicls (lit-tier- 1-raics)

lit-tier- 1-tape-library (lit-tier- 1-tape-library’
lit-tier- 1-thermometer (lit--tier- 1-thermometer)

lit-tier-2-batch-system (lit-tier-2-batch-system)

lit-tier-2-computing-se

= (lit-tier-2-compurting -

lit-tier-2-raids (lit-tier-2-raics)

lit-ups (lit-ups)
-

Switches and Routers
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Hardware gathering data

=

Computing servers

Check _smart
Check_cpu

cmdl=netsnmp.snmpget(
netsnmp.Varbind('.1.3.6.1.4.1.318.1.1.14.3.3.1.5.1"),
Version = 2,

\

DestHost=argHost,
Community="public")
. . — Check capaC|ty
carry out data gathering athering data
plugins

UPS
Libraries used for gathering

dore V- L

def make_command(command):
return Popen(command, shell=True,stdout=PIPE,stderr=PIPE).communicate()[0].strip()

failed_status = make_command("/root/sbin/twstatshort | awk '{print $3}' | grep u0 | awk ‘{print $1}'")

U J
The cooling system

The tape library
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e
x

ation®f the SMS notification system

Analysis )

Notification system uses
configuration files to define
which notification it will use.

Notification )

The monitoring system
runs sms notification
script:
Notify-service-by-sms

\

[Sms notification plugins ]

Iy A INSERT INTO outbox )
> (DestinationNumber, TextDecoded,Coding)
Service VALUE (""+str(argNumber)+""", """ +str(argOption)+""
sSMSs. jinr_ Ay 9" +str(argHost)+™™"_""+str(arginterface)+""",
'‘Default_No_Compression');"")

J
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E m hagios: Tembi'gf'é creation

Pnp4nagios by default use “Default Template”

pcds0.jinr.ru / pings

2] h :

Procurve-35412 / CHECK_CPU

ms

Lxbsrvol.jinr.ru / CHECK_JOBS

Week 36 Weel 37
running 2360.77 Last 2102.98 Average 2447.09 Max
in_gueue 915,32 Last 913,680 Average 1998,50 Max

Pnp4nagios allows flexible tuning charts by using own

templates
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T

Management

The monitoring system allows issuing notifications. If
the servers are down, it allows changing their states
to “downtime” or “acknowledgement”

Host Commands

L Locate hoston map
M Disable active checks of this host

Command Options @ Re-schedule the next check of this host
Host Name: |Brocade-factory ? Submit passive check result for this host
Author (Your Name): |MNagios Administrator M Stop accepting passive checks for this host
Comment: M Stop obsessing over this host

M Disable notifications for this host
Send customn host notification

Triggered By: | N/A

Start Time: [09-09-2015 110202 @ Schedule downtime far this host
End Time: 09-09-2015 13-02-02 @ Schedule downtime for all services on this host
Type: |Fixed ¥ x Dizable notifications for all senvices on this host
If Flexible, Duration: Hours D Minutes & Enahle notifications for all services on this host

(D) Schedule a check of all sernvices on this host
M Disable checks of all services on this host
& Enable checks of all services on this host
M Disable event handler for this host

M Disable flap detection for this host

' COMPANY LOGO
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» Information panel

’0

* Network maps

< Unified state
tables
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legseXO0-bovm-hadx

rometer

0 !
pe_library @

work

tdCache

E® O

procurve-t0l1:

procurve-t02:
wn200-wn219

procurve-t06:
wn2B0-wn279

procurve-s01:
wn220-wn239

procurve-t18: procurve-r0l:
wn240-wn259

procurve-t07:
wn320-wn359 wn400-wnd03

procurve-t08: procurve-t12: lxpandaurve-t11:
Whn280-wn319  wn040-wn058

procurve-s02: procurve-t17:
Ixsafsxx Ixs-rol Ixmail Ixse-XXXX wn360-wn399

procurve-t10:

procurve-t09:
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—— 1-10%
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e 10-25% CYTHN
25-40%
40-55%
BEB-70%
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[ WORKNODES [ WORKNODES Txbsrval jinr.ru / CHECK_J0BS
040-044 280-284 i000-004
wn . . . . . wn . . . . . wl . . . . . UPs-01 UPS-02 UPS-06 uPs-07
wn045-049 IR w2ss28 MEEEE wioso: BEEEE b b b b sok
wnos50-054 RIEEEE w2o2 BEEEE winos SEEEE Thod -
2
wn055-059 RERERERERE wn295-200 IR wniol5019 RIRIEME W T 39| S
w0004 WREEEE wans: SEEEE > : )
BP 0.5
wnlod-1090 REEREE w3 BEEER 02:00 04: 00 06:00 08: 00 10:00
wn110-114 REEEE w3034 FENEER |daold BFEERE " The number os jobs in queue
wilis119 EEEEE wisse SEEEE dse DEEEE chod The number of current jobs
wii20-124 FREEEE wiod BEEEE daclz: BEEE E T 36
PPl 4
wn125-129 RERE M w3320 MR |doi04 MEEE - WAl
wn200-204 QPR w3033 FEEEE s EEEER D0 R rn e e thamnarature
B —batiery packs —capact " JINRTZNETWORK
w204200 REEEE wisi GEEEE ko EEEEE arerypacks - capacly
rdb15-1 pfocurue— procurve-  procurve- procurve-  procurve- procurve- procurve- procuT™e-  procurve- e procurve-  procurve- pl’ﬂﬂiwﬂ_- procurve- procurve-
‘wn210-214 FEEEE w33z BEEER 5-19 LA A A A4 IO?‘ICQ%XXK 1WA 200- £02:wn260- t06:wn220- sOLwn240- t1@wn320-  rOLwnA00-  t07:wn2BD- rOSown040- CUPE HI0sr0L t12:dcguob02- t09:kmaile  s021cenfsOL/  137.wn360-
215219 . . . . . 245220 . . . . . rdb20-24 . . . . . Xelxwm-hXX  wn219 wn279 wn239 wn259 wn3s9 wnd03 wn319 wn053 Ixs-r05 [ELLE] legsqd10  D2-Ixse- XXX wn399
g ki ' ¥y =¥ 2 2R W ¥y 2 ¥ v g m
wn220224 FREEEE wsoisi BEEEE dio FEEE v w
wn225229 M (wiessse MEEERE s BEEEE
wn230-234 Wn360-364 rdc10-14
44444 L44 444 44444 am 0% o.0v: I 0.0 .05 o M o o
wn235239 R wss3s MEEER |(dasly NEEER 0.0%]
wn240244 WEEEE winss BEEEE (dov BEEEE o ok
wn245249 EREEERE w37 BEEEE s QEEERE
. 3.1%
wn2s0-254 G A | wn3so-se4 O N A )00 B0, DD OB om
wn255-250 IR |wn3ss3s0 RIRERER
JINR GW Procurve5412
wn260-264 B wioi SEEEE o v
wn265-269 IR EE w3k UEEEE 2
Procurve-5412 / CHECK_TRAFFIC_SNMP_PROCURVE_A1
(wn270-274 | W O R A | wn400-403 LA A4 o con
wn275279 R R R EoD gpenEmomm |
= IHEMEERAILISE ilas
. 0-10% + 30 3
apc-cu-a01 @ 23| apc-cu-aos [gf 25| ape-cu-al8 S 10-25% 2 Lok
apc-cu-a02 | 23 | apc-cu-alo g 28| apc-cu-al9 [ 30 | — a0y OH o.0%] 2.7 [ 2 5% o.0v: Lo
apc-cu-a03 [ 31 apc-cu-al2 g 21| apc-cu-a20 LB o 40-55%
apc-cu-a04 . 22| apc-cu-al3 . 24| apc-cu-a2l B 30 — 55-70% . . . . . . . . 02: 00 04:00 06: 00 08: 00 10: 00
apc-cu-a05 . 23| apc-cu-ald . 32| apc-cu-a22 .21 w— 70-85% procurve- procufve-  procurve-  procurvé-  proturve-  procurve-  PrOCUIVEs oo, ——— Output trafic
apc-cu-a06 = % apc-cu-als = 23| apc-cu-az3 = 22 85100% U e e wde s e s " Input trafic
apc-cu-a07 apc-cu-a16 B 30| | apc-cu-a25 B 20

== Computing and storage servers

m—UPS

= Network
= Cumputing cluster load

Cooling system




plementation‘and usage

The Nagvis web interface allows running the monitoring
system on a TV screen without any supplementary device

wril 10114
wnliS-118
wnl20-124
wn125- 129
00 204
w0200
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wnZ25 239
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wnrss- 250
w26 264
w6 269
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spc-cu-a0l i 2
W(Juno?..«»

um:-h

apc-cu-ald
apc-cu-als
apc-cu-a18

wnI00- 294
—TES-T00
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304300
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WniZ0-374
wn3FE-329
WnI00- 304
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W 3a0-3ad
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"

-
F
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WD R0-004
wniD16-018
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Procurve- $41 /

)
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eraat et
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- Menitoring system performance

-
- e
LS -

The max server load is about 5 cores of 24.
It is about 20-25% load

4

16. Aug 18. Aug 20. Aug 22, Aug 24. Aug 26. Aug 28. Rug 30. Aug L Sep 3.5ep
[ I joag1 MM foads M oadls |




Monitoring system
access based by

kerberos

MICC
operators

Cooling
hardware

operators Monitoring

system

https protocol carry
out connection protect

System Tier-1
administrators operators
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‘ F. L7 “‘Conclusions

O) Writen plugins for gathering and processing data fro

6 Writen configuration files, which allow gathering d
= _United system

- Writen plugin allows to organize SMS notification

@ Disigned visualization chart templates

- Organized operational reporting system about Tier-1

As a result the monitoring system of the JINR
Tier-1 and Tier-2 has been developed and put
Into operation
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""F

b interface

Nagios we

s Currently the monitoring system includes about 700 hosts

* Number of service for stable work equal about 3.5k

Status Summary For All Host Groups

HostGroup Host Stams Summary Service Stams Summary

Linux Servers (linux-servers)

lit-cocling-doors (lit-cooling-doors)

lit-cleache (lit-deache)

lit-network-switch-tier-1 (lii-network-switch-tier- 1)

lit-network-switch-tier-2 (lit-network-switch-tier-2)

lit-other-servers (li-other-servers)

2 WARNING : | [EIiFfsHeiEEN

lit-tier- 1-batch-system (lit-tier- 1-batch-system)

lit-tier- l-computing-servers (lit-tier- lI-computing-servers)
lit-tier- 1-raids (li-tier-1-raids)

lit-tier- I-tape-library (li-tier- 1-tape-library)

lit-tier- 1-thermometer (lit-tier- 1-thermometer)

lit-tier-2-batch-system (lit-tier-2-batch-system)

lit-tier-2-compuiing-servers (lit-tier-2-computing-servers)

| 1 WARMING : 1 Acknowledged |

| 1 WARMMG : 1 Acknowledged |

lit-tier-2-raids (li-tier-2-raids)

lit-ups (lit-ups)
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Pnp4nagios chart system

Rooftop - Zone: X (36 hours)

< Pnp4nagios allows to draw several?
lines per chart

60 Fri 12:80 18 Sat OO0
Thu May 24 23:08:12 12 - Sat II.'Ip‘ X 11:80:12 2012
WR ofc o AVG Min: 15.31 LUH JH '|4 M RI..I:Il Last: ae,08

Rool
12 2012

*Ppnp4nagios allows tuning
charts

. |

Inbound
Outbound

ound Warning o 0 Mbps 0L d Warning o
Inbound Critical on hps ||+I ||||I Critical on

Temperatur for afEdsTes2% / HOTemp_sdb

% Pnp4nagios stores datain RRD} 5 «| m
It's allow to use many addons for] z | — _ R——
chart customization SR

e [ Jdsr F=h Har Anr Hay Jury Jul Aug S dci
B Teap=ratur Last; 28 C Max; 45 C Average| =8 C
Warning bexz B0 C Kritasch bei 55 C
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Chart system

-
"

Service details tl-temper0Llit-tech.jinr.ru -= CHECK_THERMOMETER

For organize chart system used g Lt 1 Senies CHECK THERWOHETER

4 Hours 09.09.15 4:00 - 09.09.1

p N p 4n ag | 0S te m p I ates + Datasource: CHECK_THERMOMETER | i
n ag I OS_h I g h tC h al’t ad d O n . t1-temperol.lit-tech.jinr.ru / CHECK_THERMOMETER

12
18

14
Procurve-5412 | CHECK_TRAFFIC_SNMP_PR{ 12
18
07:20 07:40 08:00 ©8:20 08:40 0%:00 09:20 09:40 10:00 10:20 1@:40 11:00
B Warning (ID2,ID3): 25.0
Critical (ID2,ID3):30.0
oz 17.00 Last 17.05 Average 18.00 Max
IDs 17,00 Last 17,20 Average 18,00 Max

Datasource: CHECK_THERMOMETER

tl-temper0l.lit-tech.jinr.ru / CHECK_THERMOMETER

Tue 12: 00 Wed 08:00
B Warning (ID2,ID3): 25.0
Critical (IDZ2,ID3):30.0
17.00 Last 17.06 Average 17.93 Max
17.00 Last 17.21 Average 15,00 Max

Host t1-temper0l.lit-tech jinr.ru Service: CHECK_THERMOMETER
One Week 02.09.151:00 - 09.09.15 8:00

014:00 12:00

inUsage B outUsage BN M
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bfsrv.jinr-tl.ru / CHECK_FREE_CPU
Wna000-004 wnal30-134 B R R R ¥ | rda000-004 ape-ghoL s

98
9%

WNa005-009 wna135-130 M | rda005-009 N
Wna010-014 wna140-14: R R | rda010-014 = Ez] -
Wna015-019 wna145-149 W | rda015-019

wna020-024 wnal50-154 R R & | rda020-024 = l ].00-00% OK [ JNRTLJOBS |

 apeagl —
wna025-029 wnal55-150 B B B B B | rda025-029 aped '32 bfsrv.jinr-tl.ru / CHECK_JOBS

Wwna030-034 Ixvh000-004 % ¥ ¥ & B | rdt000-004 o
Wna035-039 Ixvhoos-009 B BEMEME | rdwos-007 e
Wna040-044 [
Wna045-049 Z

—th
wna050-054 g_za,ﬁ:‘cﬁrmre 926 OK The number os jobs in queue 926

Wwna055-059 L —load The number of current jobs Q7]
wna060-064 L . . .

| wna065-069
Wna070-074
Wna075-079

02: 00

02: 00 08: 00 09: 00 10: 00

wna080-084
wna085-089
wna090-094
wna095-099
wnalo0-104
wnal05-109
wnall0-114
wnall5-119

JINR GW

Brocade-factory / CHECK_TRAFFIC_SNMP_BROCADE TenGigabitEthernet4s
wnal20-124 . e

0.9

Wnal2s-129 [ THEMPERATURE | Um o
- 0.6

t1l-temperol.lit-tech.jinr.ru / CHECK_THERMOMETER 6.5
» o
19 g 0.z
18 0.2
17 et My LA TRRA T L T v ko B Babbu At oAl 01
16 0.0
15
14
12 A T e Qutput trafic (Mbit) JEAER

11 Input trafic (Mbit) _
10 ERROR: The




=

i g &

MPaboTbl cUcTEeMbI TPaguKoB

1. Execute plugin i Nagios Plugin A )

2.Store Perfdata into p
Spool files @—b( Spool File J
3. Move Spool File into hpcdmod vlv
Spool directory ) o h
\,
4. Scan Spool directory \ / Spool Directory
(.
5. Execute Perfdata Command NPCD L . )
v
6. Update RRD Database (5 )
L prgffs _perfdata.pl
7. Write XML Meta Data T !
RRD XML
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various sensors

and images

Riume

125
s

Network maps\, ./ ,2 ‘

Gadget for display various
parameters -
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CGathering data from Nagios

check mk
livestatus

NagVis
backend

[ Nagios ] [Unixsocket] [ NagVis ]

Check _mk_livestatus:

1) Allow doesn’t use database;
2) Allow export configs to different servers.
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